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I. INTRODUCTION

Training should be a critical aspect of an anti-
bribery and corruption program (“AB&C”), as it

is important in transmitting key elements of your
policies and expectations as to acceptable practices,
and will be closely scrutinized by authorities in case
of an allegation of impropriety.

Training programs are generally delivered online or
live, with online training often more appropriate
for employees with reduced corruption risks, and
live training often more appropriate for employees
and third parties who have higher potential risks of
being faced with situations involving corruption, as
well as senior managers and members of the board
of directors.

A training program’s content should:

include realistic scenarios and business cases
that reflect the environment in each location
and area where a company has operations or
are represented by employees or third parties;

clearly explain the Corruption of Foreign
Public Officials Act (“CFPOA”), relevant
local country laws and other applicable
statutes in terms and language that are
understood by employees and third parties at
all levels and locations;

provide all employees and third parties with a
clear understanding of the company’s policies
and procedures and expectations for AB&C
compliant behaviours; and

provide employees and third parties with
support, processes and tools to recognize
and deal with non-compliant behaviours and
situations that are practical and reasonable
for their location and responsibilities.

Training should be a critical aspect

of an anti-bribery and corruption
program (“AB&C”).

The company should maintain a record of the
training completed, including the number of
employees who completed the program and a
percentage of those identified as appropriate
for training.

Training programs should be delivered by
knowledgeable and experienced internal
resources, a similarly experienced third-party
training provider, or a combination of the
two.

Training program content should be
developed, regularly reviewed and modified as
required in light of global risks and changes in
enforcement trends/cases.

Many Canadian organizations have taken the position
that an AB&C policy may be all that is necessary

to satisfy the requirements of the anti-bribery and
corruption laws and regulations that apply to their
operations. These may include the CFPOA, the

US Foreign Corrupt Practices Act (“FCPA”) and

the UK Bribery Act, among others.
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However, establishing and maintaining a fulsome and
robust anti-corruption compliance program is now
expected by law enforcement authorities, including in
Canada, the UK and the US. One of the key elements
of any such program is training. Solid AB&C training
can assist to bridge cultural differences, reinforce
company policies against corruption, protect against
misbehaviour in countries where accepted practices
may be at odds with the AB&C requirements of the
parent Canadian organization, and communicate
practical solutions for each specific location.

This chapter will identify the basic components

of an AB&C training program, focusing on:

training compliance expectations, what should be
included, who should deliver training, who should
receive training, and how to measure the effectiveness
of training.

I[l. TRAINING COMPLIANCE EXPECTATIONS

While all agree that training is a critical element of a
compliance program, there is little specific guidance
on what the required elements of an AB&C training
program may be. No specific definitive guidance has
been presented by Canadian authorities. However,
other countries, including the US and UK, have
provided useful guidance that has been recognized
by courts, regulators and enforcement agencies in
Canada and internationally. For instance, the US
Department of Justice (“DO]J”) and Securities and
Exchange Commission (“SEC”) have advised that
training should communicate a company’s relevant
policies and procedures throughout the organization,
including through regular training and certification
for all directors, officers, relevant employees and,
where appropriate, agents and business partners.
The UK Secretary of State for Justice, in its Bribery
Act guidance, has provided similar guidance, adding
that communication, including training, should be
proportionate to the risks the company faces. It
further advises that “training provides the knowledge
and skills needed to employ the organization’s
procedures and deal with any bribery related
problems or issues that may arise,” and “general
training should be mandatory for new employees or
for agents as part of an induction process.”

A. What to Include in Your Training Program

When designing the content of your training program,
it is important to consider what components to
include for what locations and which employees.

Ultimately, training should be
developed by undertaking a
risk-tiered approach.

Ultimately, training should be developed by
undertaking a risk-tiered approach, which may take
consideration of geography, the position of the relevant
employees receiving training, and other factors to
ensure training is proportional to the relevant risks.
For instance, the country manager and in-country
management may have frequent contact/interactions
with government officials and would be more likely

to be contacted by government officials if they are
seeking some form of compensation for their support
in obtaining a government approval. Conversely,
employees working on a drilling site in a remote region
of the same country may have minimal contact with
government officials and the risk of AB&C non-
compliance would be considered minimal. Obviously,
different training approaches will be appropriate for
these different classes of employees.

As a general proposition, however, companies often
think about the content of their training programs

in two categories: a general or “baseline” training
approach, applicable to all employees, and a more
specific approach, tailored to those employees whose
job function and/or country of operation may place
them at higher risk from an anti-corruption standpoint.
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For general training, a company might include
reference to its:

code of conduct and ethics;

AB&C policy and program, the risks to the
company as a whole, and the risks to the
site where the training is being delivered
(including corporate headquarters, which is
a site of its own);

reporting requirements (including
whistleblower facilities);

CFPOA requirements, local country
requirements and other requirements (for
example, SEC and FCPA for companies that
are US registrants), including the spirit, intent
and demands of the applicable rules; and

other relevant corporate policies and
procedures that will assist the receiver of
the training to understand the program
and provide them with the tools to
protect themselves and the organization
from non-compliance.

More specific training might identify in detail the
nature of the risks a particular position or functional
unit faces, including applicable local laws. It also
may address areas of possible concern identified in
company risk assessments and delve more deeply into
specific procedures or controls as may be appropriate.

To identify how these types of risks
can become manifest, the training
should include factual scenarios,
role playing and/or recent cases,
and include short tests or quizzes
to ensure that the training has
been understood.

You might also consider designing and tailoring
training for specific duties and job responsibilities
to ensure that AB&C risks are addressed — these
might include the chief financial officer (“CFO?),
chief operating officer (“COQO?), chief compliance
officer (“CCO?), chief legal officer (“CLO”), senior
management, the head of internal audit, the board
of directors, board committees (audit, governance,
compliance or whoever is responsible for AB&C),
finance, corporate and site human resources
personnel, site compliance officers, site general
manager, country manager, procurement, sales,
marketing and other functions that are identified
through a company’s risk assessment process as
compliance sensitive.

Regardless of whether the training is general or
specialized, however, it should convey in plain
terms and language that the receiver of the training
can understand:

e the company’s compliance program;
e the intent of the program;

e the risks inherent to the employee and the
company of non-compliance;

e management’s lack of tolerance for acts of
bribery and other non-compliant behaviour;

e the consequences of non-compliance; and

e the processes and procedures to identify,
report and respond to situations that would
lead to acts of non-compliance.
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A term such as “facilitation
payments” may be widely
understood in North America, but
is less common in other regions
that define the same concept as
“grease payments.” Understanding
such nuances will be critical to the
efficacy of a training regimen.

Obviously, to ensure understanding by local
employees, training should also be offered in local
dialects and explain clearly legal and regulatory
terms. For example, a term such as “facilitation
payments” may be widely understood in North
America, but is less common in other regions that
define the same concept as “grease payments.”
Understanding such nuances will be critical to the
efficacy of a training regimen.

Once a training program is designed, it should be
reviewed and vetted by counsel or a knowledgeable
professional. It also might be reviewed by the
company’s CCO, senior management (at the
Canadian head office and in-country management
team) and the board. The review for senior
management and the board could include a
presentation by the CCO and regular reporting on
the annual training.

B. Who Should Deliver Training and in What Form,
and Who Should Receive It

1. Online Training

Many companies use online and live methods to
deliver their anti-corruption trainings. Online
trainings are particularly useful in reaching a large
number of employees, employees who for scheduling
or other reasons are unable to receive live training,
and transmitting the more general anti-corruption
training identified above. Some companies use
online training programs as part of their employee

inductions at the time of hiring, seeking to ensure
that all employees — regardless of their position

or where they are located — receive some level of
AB&C training. Others take a more risk-tiered
approach and provide online training only to those
employees at higher-risk geographies, in supervisory
or management positions, or for other reasons where
some corruption risk may be present. While there
are different reasonable approaches, it is important
to retain records of who is designated to receive live
training, and the reasons they have been designated.

There are several online training products available
from a range of commercial sources, and a number
of free or inexpensive online trainings (including
those from Trace International (http://www.
traceinternational.org), and even on YouTube (for
instance, http://www.jdsupra.com/legalnews/fcpa-
training-the-basics-24454)). For commercial programs,
many include already developed modules relating to
the CFPOA and other legal regulatory requirements,
and a module for the company to add their corporate
and site-specific material. These third-party providers
of online training often offer the service in multiple
languages and delivery on platforms that meet

the needs of companies with locations in multiple
divergent areas around the world.

One advantage of third-party online sources is

that they typically provide an electronic report of
completion, something that is important in creating

a record of the training that has taken place. This
also allows an organization’s compliance officer

to monitor the progress of the online training and
ensure all employees have completed all the required
modules, often with appropriate follow-up by local
or head office operational/line management. Online
training also may often include a short testing module
(typically multiple choice and true and false questions
based on the content of the training modules) to
assess and report on the comprehension level of the
training participants.
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2. Live Training

Enforcement authorities will
often assess the extent to
which live training is offered
to employees who may pose
greater perceived risks.

In examining a company’s compliance efforts,
however, enforcement authorities will often assess
the extent to which live training is offered to
employees who may pose greater perceived risks.
That may include local management, employees who
directly interface with the government in high-risk
jurisdictions, employees who retain or supervise third
parties who interface with the government, employees
in gatekeeper positions (human resources, legal, audit
and finance), and others generally identified through
a mapping exercise or risk assessment process.
Enforcement authorities generally do not consider

it sufficient only to provide online training for such
employees, and often expect that live training will be
offered to them. Indeed, the extent of live training

is sometimes used as a barometer by enforcement
personnel in charging decisions, as a means to identify
the degree to which a company is serious about its
anti-corruption program or whether it is a “paper
program.” Other factors in making the decision to
use in-person training include:

® maturity of a program, as a new program is
typically launched by in-person training;

e level of risk for the site;

e asa component of an AB&C incident
remediation process; and

e other circumstances that represent heightened
risk, such as newly reported non-compliant
behaviours.

When live training is conducted, as with online
training, it is important to document which
employees are identified to receive training and why,
to verify that the training has been delivered, and to
calculate the number of employees trained and the
percentage of employees trained who were identified
for training. That verification process can be done
through sign-in sheets or through certifications from
employees that they have received and understand
the training, and that they are or are not aware of
any potential unreported policy violations. A sample
certification might be:
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Anti-bribery and Anti-corruption Certification

I have received and understand [Company’s] training on anti-corruption and anti-bribery. I certify

that I have complied with the Anti-bribery and Anti-corruption Policy and with the Code of Conduct
(the “Policy”) of [Company] (the “Company”) at all times during my employment and I have not
taken any action that violates the Policy. I understand that non-compliance with the Policy and any
misrepresentation in this certification shall be grounds for dismissal. I also understand that non-
compliance with the Policy can create potential criminal and civil liability for myself and the Company.
Specifically, I hereby certify that:

1.

Neither I, nor to my knowledge any other person, has engaged in any conduct that violated, may
have violated, or potentially contributed to the violation of [Company’s] Anti-corruption and Anti-
bribery Policy or Code of Conduct. “Any other person” may include any director, officer, employee,
representative, contractor, supplier, or agent of the Company (including its direct and indirect
subsidiaries and affiliates).

Neither I, nor to my knowledge any other person, has (i) made, authorized, offered to make, or
agreed to make (ii) any loan, gift, donation, or other payment of money or otherwise provided
anything of value, directly or indirectly, (iii) (a) for the benefit of any official, employee or
representative of any government body or agency, or (b) for the benefit of any political party,
political committee, political candidate or any officer or representative thereof, (iv) in order to secure
or retain business or any improper advantage on behalf of the Company. “Any other person” may
include any director, officer, employee, representative, contractor, supplier, or agent of the Company
(including its direct and indirect subsidiaries and affiliates).

Neither I, nor to my knowledge any other person, has recorded or failed to record any transaction
on the books and records of the Company such as to create any accounting irregularity involving

or affecting the Company or its affiliates. “Any other person” may include any director, officer,
employee, representative, contractor, supplier, or agent of the Company (including its direct and
indirect subsidiaries and affiliates). “Accounting irregularity” means the improper identification,
treatment, or accounting of Company money or assets in violation of Company internal control and
accounting procedures, including but not limited to secret accounts, unreported or mis-identified
disbursements, or business transactions or payments without the general or specific authorization of
appropriate Company personnel.

Should I learn, or have reason to know, of any action by any person that is covered by any of the
certifications above, I will immediately notify [ ], or utilize the Compliance Hotline, to relay my
knowledge or suspicion.

Name Signed

Position Date
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Those records should be retained to demonstrate, if
needed, the robustness of training efforts.

When live training is offered, companies may choose
to have different personnel deliver it. They generally
include legal, compliance, audit or finance personnel,
and sometimes independent third-party resources. In
making that decision, the relevant expertise of the
trainer in AB&C is an important factor, as are local
language capabilities, experience and credibility.

There are also examples of companies that provide a
cascading method of delivering training. For instance,
if some employees have no contact with government
officials, or no capacity to authorize payments or
provide something of value to a government official,
they might be briefed by line management who
receive more in-depth training (live or online). The
manager would deliver the training in the local
dialect, ensuring the trainees understand the content
and submit a report confirming the attendees and the
training content. That kind of risk-tiered approach
often may be an appropriate method of ensuring the
right level of training is delivered.

3. Training Third Parties and Partners

An additional consideration is whether or which third
parties or partners might warrant anti-corruption
training. Many companies retain third parties, which
include agents, contractors, consultants and advisors
that represent or are seen to be representing a
Canadian interest operating in a foreign jurisdiction.
Sometimes, those third parties may be state-owned
entities or employees of a government agency.
Likewise, you may be part of a joint venture, or in

a partnership, with a private or public entity that
creates corruption risks.

Use of third parties who may interface with government
officials or agencies, and partnerships and joint
ventures, have been identified as areas of higher risk
for CFPOA compliance. As part of a company’s risk
assessment process, it generally seeks to understand
these activities and relationships — specifically, (a) the
activities of third parties, including subcontractors,
and what specific services they are providing, who is
representing them, what relationships they have with
government agencies or officials and how it relates to
the services they provide, and (b) joint venture and
other partnerships, the roles played by the various
partners, and the background and nature of the work
performed by employees of the partner working at
the operation.

As the Canadian company may be
responsible for improper activities
performed by a third-party agent
or partner, ensuring that they are
compliant with your AB&C
program and the CFPOA is critical.

In addition to other compliance approaches, training
higher-risk third parties and the employees of partners
on your anti-corruption program and the law is
often prudent. That training may be delivered live by
corporate or local personnel, or online, and provided
to relevant management of the third party and the
individuals involved in your operation. Note that
some online providers, and relatively inexpensive
services like Trace, include online modules focusing
on third-party intermediaries, which can help ensure
that the training is completed. In addition, you may
find that large, third-party suppliers already have
mature, highly developed internal training programs.
In these situations, you may choose to review the
training program to ensure it is sufficient, and seek to
ensure that personnel operating on your behalf have
received it through certifications or other means. As
with live and online training of employees, recording
and retaining the records of training efforts of third
parties is important to remember.
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4. Outsourcing Training to Third-Party Providers

You might consider outsourcing your training
program if you do not possess the internal experience
and expertise or capacity to deliver the training
effectively and efficiently, or if you wish to employ

a “train-the-trainer” approach to quickly develop
internal knowledge. Additionally, there may be
relevant industry-specific training that would
supplement/complement your training (for example,
an industry association that offers training specific to
the country/industry you are operating in) that is only
or practically available from a third-party trainer.
Use of third-party trainers also can provide:

¢ independence;
e added capacity;

e transfer of some risk for content and delivery;
and

® gassistance in ensuring your training program
content is current with industry standards.

Third-party trainers also may be particularly
appropriate at the implementation of a new anti-
corruption program, when there is a significant
change to a program and when there is an AB&C
incident and/or remediation process following an
incident. While many companies have a third-party
resource come to their site, third-party training may
include sending your staff to off-site locations for
training if you have a very small company, or if a
site has a small number of staff and travel or other
challenges make it impractical to bring them to one
of your other sites.

Any third-party trainer should have demonstrated
experience in AB&C and possess local expertise in
the regions in which the company operates. To the
extent the practitioner has been in the field and has
experience with the local sites, they will be even better
positioned to deliver more meaningful, relevant and
effective training and — perhaps more important — to
develop rapport and credibility with the trainees.

C. Training Program Review(s)

Once a training program is developed and
implemented, a periodic review (typically annual)
should be undertaken by the senior level individual(s)
accountable for anti-corruption compliance as part of
the compliance program testing process. That review
is important to ensure that the content remains most
relevant and is being delivered in a clear manner,
proportionate to the risks the company faces.

While it is generally considered leading practice to
deliver training annually, it also is often appropriate
to deliver a more concise or focused training to
employees who previously have been trained, and the
review may encompass that, as well.

Accordingly, the review might include the following:

e the training program(s) content, including
any business developments, new acquisitions
or business expansions, and to ensure it is
sufficiently clear;

e results of annual risk assessment(s) (corporate
and by site) to make adjustments consistent
with changes in risk profiles; and

e review of all notices/communications
since the previous annual review relating
to the AB&C program to update training
programs as required and ensure that legal
and regulatory changes or additions have
been addressed.

A training program’s review should also incorporate
periodic interviews with select management and staff
at each site to gauge the effectiveness of the training
and confirm that there are no language or other
comprehension issues that need to be addressed.

Information relating to local
customs, changes in staff/
management, and lack of clarity
when English is translated into
other dialects is often discerned
during this interview process.
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All reviews at each level should be fully documented
to demonstrate that the program is current, has been
regularly reviewed, conveyed the requisite messaging
and training from the company, and reasonably

addressed the AB&C requirements of each location.

In a similar vein, in the case of an acquisition where
the acquired company has an AB&C training
program, that program likely should be reviewed

and adjusted to ensure it is consistent with the new
company’s program. An introductory component
may be developed to introduce management and
operations staff of the acquired company to their new
compliance regime. The introductory supplement is
to ensure that differences in the old and new program
are addressed and clarified, particularly in situations
where the acquired company was engaged in practices
that are inconsistent or non-compliant with the
acquirer’s program.

1. CONCLUSION

Among the various aspects of an anti-corruption
program, training is among the most important, most
visible and most scrutinized by regulators. Ensuring
that the program is robust, delivered in a clear and
comprehensive manner to employees and relevant
third parties, and clearly communicates your policies
and compliance expectations will go a long way

toward helping your company stay on the right side
of the CFPOA.
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