


Anti-corruption Compliance Program Structures:

Making Pre-Fab Requirements Your Own
by Peter Brady and John Boscariol — McCarthy Tétrault LLP

I. INTRODUCTION

Once you have determined that your company and
its leadership are fully committed to anti-corruption
compliance and establishing and maintaining a truly
ethical culture, both in word and deed, the next step
you face is building a compliance structure to satisfy
that commitment and effectively address the risks
you’ve identified.

There is no “right” way to structure an anti-
corruption compliance program. Although there

are some basic rules to follow — such as ensuring
independence of the compliance function and board-
level oversight — anti-corruption compliance programs
can be centralized or decentralized, vested in one

or more existing functional units (most often legal

or finance) or stand-alone, or a mix of the above.
Which structure is best for your organization will
depend on how you are currently organized, available
resources, existing company expertise and similar
factors. This chapter will walk you through the basic
rules of the road for structuring an anti-corruption
compliance program, starting with an identification
of the key requirements and then discussing some

of the different key factors that you may consider in
determining where responsibilities for your program
will vest.

A. What Is Required?

1. Definitions

Some of the titles and roles that you may encounter are:

e  General Counsel (“GC”) — Sometimes
referred to as Vice President, Legal, the
GC heads the organization’s legal function
and generally serves as part of the senior
management team.

e  Chief Compliance Officer (“CCO”) -
The CCO has accountability for the
organization’s compliance programs (e.g.,
anti-corruption, code of ethics, antitrust).

e  Corporate Compliance Counsel — A lawyer
in the legal department who reports to the
GC and specializes in providing advice on
legal compliance to the business and the

CCO or GC.

¢ Audit Committee of the Board of Directors —
A committee of the Board that normally has
ultimate oversight for compliance. Depending
on the chosen structure, the GC or CCO will
report to the audit committee on matters
related to compliance.

e Regional Compliance Officers — Often
business unit or geographically based, the
regional compliance officer will oversee
compliance in that area and report to the
corporate centre.

2. Sources of the Requirements

When we say that certain elements of an anti-
corruption compliance program are “required,”
we say this based in part on our professional legal
judgment; but in great measure, we find such
requirements set out expressly or by reference in a
number of regulatory sources. Some examples are:

e US Sentencing Guidelines — The 2010
amendments to the US Federal Sentencing
Commission’s guidelines for organizations
are a constant source for legal practitioners,
compliance professionals and organizations
seeking insight and benchmarks for
behaviour and structure for anti-corruption
compliance programs.
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The Department of Justice (“DO]J”)/Securities
and Exchange Commission (“SEC”) resource
guide — In November 2012, the DOJ and
SEC jointly issued a Resource Guide to the
US Foreign Corrupt Practices Act (“FCPA”).
The guide was designed to be accessible

and comprehensible and act as a resource

for organizations and practitioners. Topics
covered range from structures, definitions,
interpretations of key areas by the regulators,
and enforcement perspectives, including

a section on “hallmarks of effective
compliance programs.”

Resolutions and Deferred Prosecution
Agreements (“DPAs”) — When the DOJ has
negotiated an agreement with a potential
defendant who has been the subject of a
corruption investigation, the end result

can often be a DPA. Under a DPA, the
organization will agree to admit certain facts
to the court and will agree to implement
certain compliance steps. In exchange, the
potential prosecution will be “deferred.” The
Royal Canadian Mounted Police (“RCMP”)
resolution with the Canadian company Niko
Resources, a case under the CFPOA, falls
into a similar category.! A careful review of
the compliance steps set out in DPAs and
the Niko resolution provides other regulated
organizations with clear insight into what
the RCMP and DOJ expect and thus require
in terms of both structure and compliance
behaviour for anti-corruption programs.

3. Board-Level Oversight

As the Niko resolution states, the anti-
corruption compliance function must

have “direct reporting obligations to
independent monitoring bodies, including
... the company’s Board of Directors, or
any appropriate Committee of the Board of
Directors.”

' See Probation Order, Court of Queen’s Bench of Alberta, Judicial
District of Calgary, Her Majesty the Queen and Niko Resources Ltd.,
23 June 2011.

Board-level oversight of an anti-corruption
program is important because it provides

a measure of detached independence and

a compliance-enforcement vision. The
expectation is that the board is in a position
to take action, provide resources and
appropriately prioritize anti-corruption
compliance over operational initiatives or
distractions. It is clear from the regulators
that this is a critical feature for any anti-
corruption program.

A board can demand consistently ethical
conduct, as well as tone at the top, with
rewards for anti-corruption program
compliance and penalties for non-compliance.

The oversight can be provided by the entire
board, a committee, or one board member
depending on organizational history/culture
and resource considerations, and might
include:

e scrutiny of the overall anti-corruption
program;

e an understanding of how corruption risks
are assessed by management;

e periodic reports on the anti-corruption
program and issues that arise;

* monitoring/auditing of the anti-
corruption program by management;

e an assurance that the anti-corruption
program is properly resourced;

e the existence of, and compliance with,
detailed and organizationally appropriate
anti-corruption procedures;

e anti-corruption training for the
appropriate personnel;

e access to the board for anti-corruption
compliance personnel; and

e investigations into corruption-related
issues as soon as management becomes
aware of them.
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Quarterly/yearly reporting by management —
Anti-corruption items or metrics that the board
should be aware of, and which management should
report on, include:

e newly identified corruption risks since the last
quarterly/yearly report;

e any required revisions to the Code of
Conduct, anti-corruption compliance
program, or relevant policies and procedures;

e status of progress of the company’s annual
audit plan, including in relation to anti-
corruption, and any upcoming events;

e reports on fraud and corruption
investigations and misconduct (including
contacts with government agencies or
regulators, disciplinary actions taken and
remedial actions taken);

e anti-corruption training updates; and

e budgetary requirements/resourcing of the
anti-corruption program.

By maintaining a structural reporting line to the
board or relevant committee (even if the GC is
wearing two hats), an organization can clarify
and perhaps increase the potential to protect legal
privilege through creating a reasonable distinction
between business and legal matters.

Note that for global organizations,
the rules around legal privilege
and in-house counsel can differ
significantly by jurisdiction, so it is
wise to seek in-country advice on
this issue when considering various
accountability structures.

4. Senior-Level Personnel Assigned for Oversight and
Implementation of an Anti-corruption Program,
with Appropriate Authority and Autonomy

As the Niko resolution provides, “The Company will
assign responsibility to one or more senior corporate
executives for the implementation and oversight of
the company’s anti-corruption policies, standards
and procedures,” and “such corporate official(s)
shall have ... an adequate level of autonomy from
management as well as sufficient resources and
authority to maintain such autonomy.”?

Do you need a compliance officer?

While it is expected that a company will vest anti-
corruption compliance responsibilities with corporate
executives, there is great flexibility in how to accomplish
that. Many organizations do not have a single Chief
Compliance Officer who oversees the program. In fact,
as Niko indicates, anti-corruption compliance authority
need not be vested in a single person with a particular
compliance title. Instead, the role can be overseen on a
de facto basis and split into segments.

The key is that there is meaningful
senior-level oversight of an anti-
corruption program. As discussed
in Part II, it is acceptable to
design the role(s) that best fit

the organization.

What does “senior” mean, and why is it important?

Senior management is generally considered to be

a role that has a significant impact and ability to
create, change and implement anti-corruption policies
and business direction within an organization. As
discussed below, senior-level engagement is critical

to ensure an effective anti-corruption program,
believable cascading of the tone from the top and
engagement from operational staff.

2 See also Criminal Division of the U.S. Department of Justice and
the Enforcement Division of the U.S. Securities and Exchange
Commission, A Resource Guide to the U.S. Foreign Corrupt Practices Act,
at 58; see United States Sentencing Commission Guidelines Manual
§8B2.1(2).
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What is independence?

However and to whomever you decide to assign the
responsibility of implementing, overseeing and testing
your anti-corruption compliance program, that officer
(or officers) must have unimpeded access to the

board of directors or the board’s audit or compliance
committee. The officer must also have sufficient and
recognized authority within your organization to
effectively implement and manage the day-to-day
requirements of anti-corruption compliance and
related issues as they arise.

This doesn’t mean that this
officer can’t report to the CEO
or another senior executive on
day-to-day matters.

However, he or she should at least also be reporting
on a regular basis to the board or its committee on
anti-corruption matters so that the board has the
necessary oversight of the anti-corruption compliance
program and ensures that sufficient resources are
made available. Further, even though compliance
personnel may directly report to the CEO or another
senior executive, the officer must be able to raise anti-
corruption issues with the board directly in a manner
that is entirely unimpeded by or even, if necessary,
without the knowledge of management.

The choice of accountability structure for an anti-
corruption compliance program will depend on

a number of factors for a range of organizations.
There are positive components that are common and
should be prioritized. These include: sufficient capital
and time resources, a structural (not just notional)
reporting ability to the board of directors or relevant
board committee, and in-country anti-corruption
compliance leads if the organization is truly global

and diffuse.

As discussed in the sections further below,
independence must be your guiding principle when
formulating the structure of the key elements

of your anti-corruption program — whether it’s
communicating the structure through written policies
and procedures and training, putting in place a
process for reviewing and monitoring the third parties
you deal with, or conducting internal reviews of the
effectiveness of the program.

What are adequate resources?

As important as it is for senior management to be
vocal about their commitment to anti-corruption
programs and initiatives, it is equally, if not more,
important for these supportive words to be backed
up by meaningful action. Senior management needs
to indicate their support for anti-corruption efforts
by dedicating substantial resources to implementation
and ongoing improvements. Such resources include
human resources with relevant skills, as well as
financial resources.

The ability to assess, through meaningful metrics,

the adequacy of resources within an anti-

corruption compliance program can be challenging.
Benchmarking exercises can be helpful but imprecise.
There are some advanced metrics available based on
the size of the company. For instance, LRN publishes
a yearly survey of ethics and compliance programs
and now includes a Performance Effectiveness

Index (“PEI”).? This survey goes a long way

toward enabling some objective measure of what
works and what doesn’t in terms of behaviours and
organizational culture, and looks at such things as
anti-corruption spend, personnel, training hours

and other metrics for anti-corruption compliance
programs based on company size. The bottom line,
however, is that as Niko indicates, a program must be
adequately resourced to be autonomous and effective.

® See http://pages.lrn.com/the-2015-ethics-and-compliance-program-
effectiveness-report.
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Il. HOW ARE THOSE REQUIREMENTS
CARRIED OUT?

A. Stand-alone or Part of a Function
(and Which Functions?)

As noted above, within the required parameters,
companies have great flexibility in structuring their
compliance programs. Among the decisions to be
made are whether to appoint a dedicated CCO to
head an independent anti-corruption compliance
department, or to vest such a role in in-house counsel
or others. That decision, which has been subject to
much debate over the years, will depend on several
factors. Some of the debate is based on efficacy
and compliance principles, while other aspects of
the debate are more territorial. While certain key
components need to be present, the right fit will
depend on your risk profile, organizational history
and budget.

1. Advantages, Disadvantages and Key Considerations

Larger organizations may find it feasible to create an
entirely new office and role of CCO for the day-to-
day management of their anti-corruption compliance
programs. However, smaller organizations often lack
the financial resources to be able to hire dedicated
staff for such a task. In such situations, responsibility
for the management of the anti-corruption
compliance program and its implementation is often
distributed among existing employees.

It is better to make strides toward a
robust plan in stages as opposed to
taking no compliance steps at all
while waiting for resources to land
in the budget.

Beware of merging multiple internal roles to create

a compliance structure, in the hopes that “it will

just get done.” Anti-corruption compliance for
organizations with operations in more than one
jurisdiction or in higher-risk jurisdictions can

be a full-time position. While it is true that an
organization should not be paralyzed by inertia

or budgetary restrictions (i.e., it is better to make
strides toward a robust plan in stages as opposed

to taking no compliance steps at all while waiting
for resources to land in the budget), it is important
to be realistic about workloads and the message
being sent if the compliance role is rolled out as an
add-on or afterthought. One prominent GC of a
multinational company recalled how he was given the
role as CCO in addition to his GC role initially, but
quickly realized the role required dedicated resources
to function in a way that would provide an anti-
corruption compliance benefit to his organization.

Ultimately, the approaches taken by the CCO and
in-house counsel will differ (even if these roles are
held by the same individual). The primary function
of in-house counsel is to provide legal advice on how
the organization can comply with applicable laws and
regulations in the jurisdictions where it operates, and
defend the interests of the corporation where needed,
while implementing its business plan and maximizing
the fulfillment of its business objectives. The CCO
role, on the other hand, has an accountability,

which incorporates legal considerations as part of its
broader mandate of influencing best practices, norms
and general corporate culture.
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While some in-house counsel may serve more of an
advisory role, CCOs function on an ongoing basis
to ensure the implementation of corporate policies
that bring the organization as a whole in line with
its legal and regulatory obligations. As a result,
CCOs may have greater understanding of how and
whether the anti-corruption compliance program is
being implemented which, in effect, can help provide
for a more seamless integration of anti-corruption
compliance into the corporate operational culture.

2. Common Structures

Let’s consider a few of the more common structures.
We will use the term Corporate Compliance Group
to refer to the group that has anti-corruption
accountability regardless of where the group is
situated within the organizational chart (i.e., GC
office, dedicated CCO, regional model, etc.):

e General Counsel-focused model - In this
model, the GC has overall accountability for
the anti-corruption compliance function and
will occupy the additional role of CCO. The
GC will normally report organizationally
to the CEO on legal and business matters,
but on issues of anti-corruption compliance,
the GC will report directly to the audit
committee of the board (or to the board
directly, in smaller public companies).

In fulfilling the responsibilities of CCO,

the GC will often rely on other members

of the legal team or specific compliance
professionals within the group. Note that
depending on the budget and size of the
organization, the support roles can be either
dedicated or part-time.

e Chief Compliance Officer—focused model — In
this model, the CCO is a distinct position and
part of the organization’s senior management
team. The CCO would normally report to the
audit committee. The legal team, led by the
GC, provides legal guidance and advice to the
CCO. In larger organizations, there may also

be a dedicated legal team role that supports
the CCO.

e General Counsel-focused with dedicated
Compliance Director model — This model
is similar to the GC-focused model but
with the addition of a senior manager
who is dedicated to overseeing the anti-
corruption compliance function (i.e., director
of compliance) and reports to the GC on
matters of compliance.

e Other models — Some organizations that
do not maintain a CCO may vest the anti-
corruption compliance function outside of
legal. Finance and accounting and internal
audit are among the functions that companies
tend to assign anti-corruption compliance
responsibilities, if not with the GC.

3. Centralized or Decentralized

e  Centralized model — A centralized model
typically sees the anti-corruption compliance
program managed from the corporate centre.
Depending on the size and geographic scope
of an organization, this model can create
both geographic and structural/cultural
distance between the compliance pulse of the
corporate office and the true face of day-to-
day anti-corruption compliance challenges at
the regional or operational level. It becomes
more challenging to embrace local nuances
and to ensure the message of anti-corruption
compliance is heard consistently and with
the appropriate tone. The internal politics of
“corporate vs. operations” can contaminate
the functional compliance message. There
can also be a budget impact as travel costs
are often increased. However, the centralized
model can result in greater control and
concentration of expertise as well as
proximity of key roles to the board and
senior management.
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Decentralized model — An organization may
choose a decentralized model with each line
of business or operational division being
responsible for administering the anti-
corruption compliance program, and the only
point of contact with the corporate centre
being through reporting. The decentralized
structure is typically lauded for being

more fully in tune with regional and local
issues and nuances. Local ownership or
accountability can be increased. Additionally,
there can often be increased face time and
quality of discussion between anti-corruption
compliance personnel and local operations
staff who may have key roles interfacing
with government actors. For larger, more
geographically diffuse organizations,

this model can be a challenge to ensure
consistency of message and approach.
Corporate control is weakened. If geographic
or line-of-business units are taking control

of the anti-corruption compliance program,
it is critical that reporting expectations

be clear and robust. Quarterly reports as
well as threshold anti-corruption incident
reports are essential to ensuring that senior
management and the board remain in a
position to make key decisions and respond
to discrete incidents. Audits and assessments
covering the strength and progress of the
anti-corruption program also become more
important in providing corporate senior
management with confidence about the
decentralized program.

e Corporate centre with regional compliance
officer model — Depending on the size of the
organization, this model can be added on
to the above models. If an organization is
truly global in scope or with distinct business
units, it is often necessary to have overall
anti-corruption accountability and oversight
rest with the corporate centre, while day-
to-day compliance functions are carried out
and policies are implemented by regional
compliance officers who have accountability
for anti-corruption compliance within each
business unit or regional geographic area.

For organizations with sufficient
geographic reach and adequate
resources, this model tends to
bridge the risk associated with the
two extremes of centralized and
decentralized models, and can be
an effective approach.

I1l. CONCLUSION

There is no “right” way to structure your anti-
corruption compliance program. While there are
some basic requirements, including independence

of the compliance function, autonomy and board
reporting, there is a great deal of leeway for
companies to institute programs that make sense for
their particular organizations. The key is finding a
structure that allows for effective implementation of
your program, with the ultimate goal of preventing
and detecting corruption.
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Resources

“Bribery and Corruption: Navigating the Global Risks,” EY,
http://www.ey.com/US/en/Services/Assurance/Fraud-Investigation--
-Dispute-Services/Bribery-and-Corruption--Compliance-programs -
EY - internal financial controls as part of program.

LRN, The 2015 Ethics and Compliance Effectiveness Report, online:
http://pages.lrn.com/the-2015-ethics-and-compliance-program-
effectiveness-report.

Thomas Fox, “Great Structures Week I: Vitruvius, the Brooklyn Bridge
and Compliance” FCPA Compliance & Ethics (13 July 2015), online:
https://tfoxlaw.wordpress.com/2015/07/13/great-structures-week-i-
vitruvius-the-brooklyn-bridge-and-compliance/ - a good compliance
program is really about good financial controls as they have to hide
money through falsified books.

——, “Great Structures Week Ill - The Roman Arch and Resourcing
Your Compliance Program” FCPA Compliance & Ethics (15 July 2015),
online: https://tfoxlaw.wordpress.com/2015/07/15/great-structures-
week-iii-the-roman-arch-and-resourcing-your-compliance-
program/ - for using your current resources.

——, "The Third Man and the Authority of Chief Compliance Officers”
FCPA Compliance & Ethics (9 July 2015), online: https://tfoxlaw.
wordpress.com/2015/07/09/the-third-man-and-the-authority-of-
chief-compliance-officers - five characteristics of effective CCOs.
Section on resources may be helpful. Overall characteristics fit with
broad structure in LexisNexis article.

, “What Are the Essential Elements of a Corporate Compliance
Program?” LexisNexis® Legal Newsroom Corporate (23 May 2013),
online: http://www.lexisnexis.com/legalnewsroom/corporate/b/fcpa-
compliance/archive/2013/05/23/what-are-the-essential-elements-of-
a-corporate-compliance-program.aspx - for general framework.
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